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In Conversation With:

| PUSHKAL DUBEY

Head of Consent Infrastructure

» Ex Privacy Lawyer at Trilegal
» Advised on global privacy regulations and the PDP Bill
» Product Manager building compliance products for BFSI

» Judge, NeGD ‘Code for Consent: The DPDP Innovation Challenge’



Why do NBFCs need a privacy management tool?

NBFCs are mlel Multiple touchpoints
@D  data heavy. SASY  for data collection

| DPDP compliance
Large scale third party @ deadline-
iInvolvement 13th May 2027
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Whose personal data What personal datado
do NBFCs process? NBFCs process?

e |dentity Identifiers like name, DOB,

e Customers photograph
e Employees e Government-Issued |Ds Aadhaar,
e Guarantors/ Co-applicants PAN, VoterlD
e Nominees and Beneficiaries e Financial and Income Records
e Individual contractors * CreditHistory
e |P Address, location - device
details
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KEY TIMELINES

Effective dates - Rule 1

e Data Potection Board -Now
e Consent Manager-13""Nov 2027
e Fiduciary obligations - 13th May 2027
(18 month compliance window)
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DPDP Act mandates a
new era of transparency,
trust and control
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THE DIGITAL PERSONAL DATA PROTECTION ACT, 2023
(No. 22 or 2023)

An Act to provide for the processing of digital personal data in a manner that
recognises both the right of individuals to protect their personal data and the
need to process such personal data for lawful purposes and for matters
connected therewith or incidental thereto

Be it enacted by Parliament in the Seventy-fourth Year of the Republic of India as
follows



Where to start?
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First, let’s see what a
consentjourney looks like



Elements of a DPDP-compliant Consent Notice

e Clear: Must be understandable independently and givenin
Collect consent foreach clear and plain |anguage
specific purpose. '
e Vernacular Language: The consent notice must be
available in the Inaguages in the 8" Schedule of the

Offer the optionto : :
© Consentin NOTICE B:--x--JR--+ choose preferred constitution.
We process your personkl data only when necessary to provide you |a ng uage

our banking services. By clicking on the "Accept all” button you give us

yourconsenttopmcess:yourpersonaldataforthefollowing purposes: o Purpose & Data: An itemised data Categories mapped to
purposes and goods and services must be there.

Data Categories

——— Clearly specify
Adaress --+ the data being
— captured e Means to Exercise Rights: Withdrawing consent should be
as easy as giving consent. ltisideal to provide links for the
Enables easy followinginthe consent notice:
| [ :sgzer:‘(:vv:rfzzrawa' o Withdraw consent (with comparable ease).
redressal o Exerciserightsunderthe Act.

o Make a complaintto the Board.

(oo ) (s -+ Downloadable
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Pll Touchpoints Across NBFCs Flows

* Upstream Collection

Website

LOS

Mobile Application

Branch

Business Correspondents
Third-party Channel Partners

Co-Lending Partners
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# Downstream Usage

Salesforce Financial Services Cloud
Microsoft Dynamics 365 CRM
Salesforce Marketing Cloud
Snowflake

MoEngage

Power Bl

$ Consentin
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How do you get here?
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Data Protection Compliance Journey

Consent and
Data Principal Rights

Third Party Risks

-@- Data Retention

Gap Data Data
Assessment Discovery Mapping

Privacy Assessments
(DPIA, TPA, TPRA, TPRM)

Personal Data Breach




Data mapping flow for an NBFC

PRINCIPAL

O
)

Customer

O/

Email/ Phone number

PURPOSE

Lending

Cross-selling

PROCESSING
ACTIVITY

o)
(=)

KYC

(Ju

Email marketing

®

Whatsapp marketing

SYSTEMS

TECHNOLOGIES

€

mailchimp

@ gupshup
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The first step is to identify the
data you processinyour
systems.

For this, you need to carry out
data discovery.



What is personal data and how to find it?

Any data about an individual who is identifiable by or in relation to such data like, name, phone
number, email id.

What to assess? Examples

What systems do you use to process personal data? Internal database, cloud storage, or third-party platforms

|s the data structured or unstructured? Structured - msql, postgress
Semi Structure - json, xm|
Unstructured - google drive, emails

Data Identification and Categorization Aadhaar, PAN, Phone Number etc.

Define sensitivity, control and risks Aadhaar - Highly Sensitive
Risks - Data Leak

Controls - Encryption, tokenisation and data vault

This clarity is essential for compliance with privacy laws like the DPDP Act.
© Consentin
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Once you know what datais in what
system- you nheed to understand what

you are doing withiit.

For this, you need to carry out Gap
Assessments/DPIA
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v Are we collecting personal
data?

« Why are we collecting it?

The questions you need  How s it processed and
to answer oree

v~ Who do we share it with?

«~ What controls exist (consent,
retention, security)?

v Whose data is it
(customer/employee/vendor)?
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ldentify gaps through assessments

PRINCIPAL

O
E

Customer

--------------------------

Credit Score

RISK

Sensitive
Data

PURPOSE

Onboarding

9

Improving Services

PROCESSING
ACTIVITY

>

Underwriting

RISK

Algorithmic
Decisions

RS
Credit Modelling

SYSTEMS

-----------------------------

Vendor

CONTROLS

Fairness Metrics Delete
after complete

& —
=@

Internal System

CONTROLS

Anonymise Credit Data



Ready to kickstart your compliance journey?

Scanthe QR

or Vvisitwww.consent.in
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http://www.consent.in/

